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Disclaimer

The views expressed in this document 
are those of the author and do not 
represent necessarily the official policy 
or position of any other agency, 
organization, employer or company. 
Assumptions made in the study are not 
reflective of the position of any entity 
other than the author. Since we are 
critically - thinking human beings, these 
views are always subject to change, 
revision and rethinking at any time. 
While reasonable efforts have been 
made to obtain accurate information, 
the author makes no warranty, expressed 
or implied as to its accuracy.
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Jaswant Singh (Jas), Chief Enterprise Architect

Ç @NA GTS CTO Office - Cloud and Integration

Ç https://www.linkedin.com/in/jaswantsingh/

Ç http://techblog.baghel.com

Technical Eminence:

Ç Recognized Teacher and Mentor

Ç Industry Thought Leader, and

Ç Published Author

Education:

Ç MS Technology Management, GMU

Ç MS Mathematics, IIT Bombay



Course Objectives

Objectives:

Ç You will network with like minded 
professionals and develop understanding of 
core concepts in Infrastructure Services

Ç You will learn IaaS/PaaS solution design 
with Azure Cloud

Ç Participants will accelerate self study to 
prepare for the Azure Solutions Architect 
Certification

Prerequisites:

Ç Curious to learn, and/or

Ç You have background in Infrastructure, 
System, and/or Software Architecture 
Design, Deployment and Operations
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Course Outline
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Course Outline
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× Account Setup

× Syllabus and Labs Downloads

× Microsoft Learning Resource

Azure Trial 

Account



× Join Slack Channel

× Suggested to Network and Create Lab 

Team with up to 3 Members

× Hands on Labs ðSelf Study

Study Groups
#microsoft -azure-study-group



× Industry Leading Buzzwords

× Shared Responsibility Model

× Optimization Strategy

× Auditing & Monitoring Strategy

× Azure Architecture Pillars

Workload 

Requirements



Workload Requirements

Industry Leading Buzzwords

Security Compliance Governance Accessibility

Availability Scalability Recoverability

Capacity Planning Sizing Deployability

Configurability Maintainability Testing Scenarios

Evaluate Product and Services

Identity and AccessManagement Infrastructure

ServicesArchitecture



Workload Requirements

Cloud Responsibility Model

Source: http://techblog.baghel.com/index.php?itemid=157



Workload Requirements

Optimization Strategy

Managed 
Services

App 
Services

Identity

Compute

Network

Storage



Workload Requirements

Auditing & Monitoring Strategy

LOGS LEVELS 

AND 

STORAGE LOCATIONS

RESOURCE TAGGING 

AND 

GROUPS

MONITORING 

TOOLS 

INTEGRATION

AUDITING 

COMPLIANCE, POLICIES

AND TRACEIBILITY

EVENT ROUTING 

AND 

ESCALATIONS



Workload Requirements

Azure Architecture Pillars

Security

Access Control 

Data Integrity 

and 

Regulatory Compliance

Performance 

and 

Scalability

Economically 

Deliver User Demands 

in 

all Use Cases

Availability 

and 

Recoverability

Minimize Downtime 

and 

Avoid Permanent  

System and Data Loss

Efficiency 

and 

Operations

Maximize Maintainability 

and 

Ensure Completeness 

of Monitoring 



Workload Requirements

Azure Architecture Pillars

Security

Physical Security >> Unauthorized access to facilities utilizing draft doors and/or stolen badges 

Policies and Access >> SSO login attempts with compromised accounts from unusual places

Perimeter >> Distributed Denial of Service (DDoS) attacks

Networking >> Brute force attacks to gain remote access over internet

Compute >> Malware attacks and/or unauthorized installs

Applications >> Malicious code injection and execution attacks

Data                                                          >> Weak encryption method and/or encryption key 

Security Layers     Defense in Depth                   >> Common Threats

Source: http://techblog.baghel.com/index.php?itemid=152



Workload Requirements

Azure Architecture Pillars

Performance and Scalability

Ç Scaling

Ç Scale Up-Down / Vertical Scaling

Ç Scale Out-In / Horizontal Scaling

Ç Performance Optimization

Ç Understanding the need and use of Network, Storage,  Compute and Dependent 
Services by an application for the desired performance level. 

Ç Design and configure at the minimum cost. 

Ç Leading Patterns and Practices

Ç Caching and Data Partitioning

Ç Scale Units and Auto Scaling

Ç Decouple Resource Intensive Tasks and Services Integration

Ç Performance Monitoring



Workload Requirements

Azure Architecture Pillars

Availability and Recoverability

Availability

Ç Maintaining up time through conditions 

such as network and system outages

Ç Establish the Service Level Agreement 

(SLA)

Ç Leading practice is to handle the 

localized failures by integrating high 

availability and eliminating single 

points of failure by clustering and load 

balancing solutions.

Recoverability

Ç System and data recovery after a 

disaster

Ç Leading practice is to establish RPO 

and RTO for an application and design 

backup, restore, replication, and 

recovery capabilities.

Ç Recovery Point Objectives (RPO) ðThe 

time units data loss is acceptable to 

business owners

Ç Recovery Time Objectives (RTO) ðThe 

time units available for system and data 

recovery

Suggested Reading: http://techblog.baghel.com/index.php?itemid=152



Workload Requirements

Azure Architecture Pillars

Efficiency and Operations

Leading Patterns and Practices

Ç Maximize use of automation for build, testing and deployment through 

DevOps and Continuous Integration

Ç Minimize operations cost by the use of automation and utilizing SaaS over 

PaaS, and PaaS over IaaS.

Ç Design thorough monitoring, logging, and instrumentation system to

Ç Proactively resolve availability and performance issues 

Ç Identify areas of waste of resources and eliminate them 

Ç Proactively tune and optimize deployed resources



Q&A
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Ç Cloud Deployment Model

Ç Recoverability Solution

Ç Commonly Assumed Risk
Q&A Follow Up



Q&A Follow Up

Q1: Cloud Deployment Model

× You are developing Cloud Deployment 

Model strategy for a company ABC. You 

are asked to recommend a solution that 

needs to provide competitive 

advantage for their business

× The Line of Business wants to align with 

industry leading platform and tools to 

develop and deploy the business 

application to balance between cost 

and flexibility for the needs

× The solution must deliver Auto Scaling, 

DevOps and Continuous Integration for 

optimized Deployability and Scalability. 

Select the best primary Cloud Deployment 

Model you will recommend to the Scenario:

Ç Software as a Service (SaaS)

Ç Platform as a Service (PaaS)

Ç Infrastructure as a Service (IaaS)

Ç None of the Above



Q&A Follow Up

Q2 Recoverability
What's not Covered under the Recoverability Solution Design Pillar? Select all the possible 

choices:

Ç Time to Restore the Application Services for End Users

Ç Volume of the Data Loss

Ç Application Architecture Component Redundancy

Ç Application Architecture Component Performance

Ç Application Architecture Component Restore Location

Ç Scope of Application Services and/or Functionality

Ç Time units of the Data Loss

Ç None of the Above



Q&A Follow Up

Q3: Commonly Assumed Security Risk

× You are designing security solution for 
the ABC Corp business application that 
is consumed by their employee over 
the private network only. 

× The application end points are not 
published to internet. 

× The company has invested in through 
background checks for their employee 
to be considered trusted users of the 
application. 

× You are working on very tight budgets 
and this needs to be quick to launch 
that must have lowest Operations and 
Maintenance (O&M) Cost. 

Select the common threat and/or threats 
from Defense in Depth Security Model that 
can be assumed for the Scenario:

Ç Distributed Denial of Service (DDoS) 
Attacks

Ç Application Layer Security ðMalicious 
code injection and execution Attacks

Ç Login Attempts from Unusual Places

Ç None of them

Ç A & C Only

Ç B & C Only

Ç A & B Only

Ç All of them



Ç VNets & SubNets

Ç Azure DNS Resolving

Ç Load Balancers

Ç Network Integration

Ç Network Security 

Ç Network Tools

Network Design



Network Design

VNets and SubNets

Ç Networking Topology:

Ç Define 1 or more VNetswithin an Azure Region, 
and configure an address space for each

Ç Define 1 or more SubNetswithin a VNet, and 
configure address space within the VNet range

Ç VNetsand SubNetsare using CIDR notation 
(x.x.x.x /16, x.x.x.x/24,é)

Ç Configure Network Security Group settings on 
VNet level

Ç Attach a NIC to a SubNet

Ç SubNet IP Addressing:

Ç IP-address gets allocated to a NIC during 
provisioning of the NIC

Ç First available IP-address in a SubNet range is 
x.x.x.4

Ç Azure SubNetssupport dynamic (=default) and 
static IP addressing

Ç Public IP Addressing:

Ç Used for all public internet -
facing communication

Ç Required parameter when 
creating a VM from the portal

Ç Private IP Addressing:

Ç Used for all inter -VNet
communication

Ç Used for all communication 
between an Azure VNet and 
an on-premises VNet

Ç Class A: 10.0.0.0 to 
10.255.255.255

Ç Class B: 172.16.0.0 to 
172.31.255.255

Ç Class C: 192.168.0.0 to 
192.168.255.255

CIDR 

Notation
Size

Configurable      

IP Address

x.x.x.x /29 8 4

x.x.x.x /28 16 12

x.x.x.x /27 32 28

x.x.x.x /26 64 60

x.x.x.x /25 128 124

x.x.x.x /24 256 252

x.x.x.x /20 4,096 4,092

x.x.x.x /16 65,536 65,532

x.x.x.x /12 1,048,576 1,048,572

x.x.x.x /8 16,777,216 16,777,212

Suggested Reading: http://techblog.baghel.com/index.php?itemid=155



Network Design

Azure DNS Resolving

Ç Buzzwords: Root DNS, Domain Registrar 
Authoritative DNS, Recursive DNS, Public DNS
DNSZone, and Private DNS Zone

Ç DNS Server settings are configured on VNET level

Ç Use Azure DNS (Default), or

Ç Use your custom DNS configuration: 

Ç Azure DNS Appliance (from Azure Marketplace)

Ç Azure VM (e.g. Windows ADDS with DNS)

Ç On-premises DNS solution (requires connectivity)

Ç Public DNS names (available for VMs and App 
Services) must be unique across Azure regions: 
<host.region.cloudapp.azure.com>

Ç Commonly Used DNS Records

Ç A (Host Address)

Ç CNAME (Canonical Name for Alias)

Ç Mail eXchange(MX)

Ç Reverse DNS (PTR)

Ç TXT (Descriptive Text)

Ç Sender Policy Framework (SPF)

Ç DomainKeysIdentified Mail (DKIM)

Ç Ownership Validation

Ç NS (Name Server)

Ç SOA (Start of Authority)

Ç AAAA (IPv6 Host Address)



Network Design

Load Balancers

Type Use Cases

Azure 

Load Balancer Basic
L4 LB + NAT
up to <= 100 instances

ÅSingle Availability Sets

ÅNetwork Security Group (NSG) Optional

ÅBasic NAT and Probe Health Status

Azure 

Load Balancer Standard
L4 LB + NAT
up to <= 1000 instances

ÅAvailability Zones,  Zone -redundant fronted Zonal frontend

ÅNSG Required and HA Ports 

Å Integrated Frontend and Backend Health Metrics

Azure 

Application Gateway
L7 LB

ÅSSL Termination, and Application Layer Security (WAF)

ÅURL Based Routing

Azure 

Traffic Manager
Smart DNS

ÅGlobal Resiliency and Performance 

ÅDistribute and Failover Users Across Azure Regions

Azure 

Front Door

Application 

Delivery Network
ÅSSL Termination, DDoS, Application Layer Security and Caching

ÅGlobal Resiliency and Performance Based

Azure 

Marketplace Appliance
L7 LB

ÅPorting proprietary implementation such as f5 iRules

ÅSecurity and Regulatory Compliance and Governance 



Network Design

Network Integration

P2S VPN

S2S VPN S2S VPN

Ç ExpressRoute

Ç Site-to-Site (S2S) VPN

Ç Point-to-Site (P2S) VPN

Ç VNeT Peering

Ç Network Address Translation (NAT)

Ç VPN Gateway

Ç Transit VNeT

Ç Virtual Network Traffic Routing

Ç User Defined

Ç Border Gateway Protocol (BGP)

Ç System Defined



Network Design

Network Security

Application Security Groups (ASG) enable us 
to configure network security as a natural 
extension of an application architecturesõ 
function -based resource groups:

Ç Define network security policies 
based on resource groups that 
enables reuse of the security policy 
at scale without manual 
maintenance of the explicit IP 
addresses

Ç Just map the VM instances to 
appropriate resource groups.  The 
platform handles the complexity of 
explicit IP addresses and multiple 
rule sets, allowing us to focus on 
the business logic

Network Security Groups (NSG) is a top-

level object that is associated to your 

subscription:

Ç NSG controls traffic to one or more 

virtual machine (VM) instances in 

your virtual network 

Ç NSG contains access control rules 

that allow or deny traffic to VM 

instances 

Ç NSG rules can be changed at any 

time, and changes are applied to 

all associated instances 



Network Design

Network Tools ðAzure Network Watcher



Ç Azure Storage by Usage

Ç Azure Storage Solutions

Ç Replication Options

Ç Access Control & Encryption

Ç Management and Tools

Storage Design



Storage Design

Azure Solutions by Usage

Azure Virtual 
Machines

ÅOperating System 
and Data Disks

ÅFile Storage

Unstructured 
Data

ÅBlobs

ÅQueues

ÅData Lake Store

Structured 
Data

ÅTables

ÅCosmos DB

ÅAzure SQL Database



Storage Design

Azure Storage Solutions
Highly Available, Secure, Durable, Scalable, and Redundant

Account Kind:

Ç General Purpose v2 (GPv2)

Ç General Purpose v1 (GPv1)

Ç BlobStorage(Blob)

Performance Tiers:

Ç Standard

Ç Premium

Access Tiers:

Ç Hot (Default Option)

Ç Cold

Ç Archive

Discrete Storage Services

Ç Blob  >> REST based Object Storage for 

Unstructured Data

Ç File  >> Industry Standard SMB 3.0 Protocol 

based Cloud File Shares

Ç Queue >> Durable Queues for Cloud Services

Ç Table >> NoSQL Key Value Store

Ç Disk >> Persistent and High Performing Disks 

for Azure Virtual Machines



Storage Design

Azure Replication Options

Locally 

Redundant 

Storage (LRS)

Zone 

Redundant 

Storage (ZRS)

Geo 

Redundant 

Storage (GRS)

Geo Zone 

Redundant 

Storage (GZRS)

Localized Hardware Failure Yes Yes Yes Yes

Data Center Outage No Yes Yes Yes

Region Outage No No Yes Yes

Remote Read Access No No RA-GRS RA-GZRS

Number of Copies of Data 3 3 3+3 3+3

Account Type Requirements GPv1, GPv2, Blob GPv2 GPv1, GPv2, Blob GPv2

Performance Tiers Premium Standard Standard Standard

Type of Replication Synchronously Synchronously
Synchronously & 

Asynchronously

Synchronously & 

Asynchronously



Storage Design

Access Control and Encryption

Access Control

Ç Azure Active Directory: Azure AD 

credentials to authenticate a user, 

group, or other identity

Ç Shared Key Authorization:  

Applications can use Shared Access 

Key at the Runtime to Access Azure 

Storage

Ç Shared Access Signature (SAS): 

Delegate Access to Resources using 

SAS when Azure AD is not in Use

Data Encryption at Wire*

Storage Account End Points = Unique Account 

Name + Storage Service End Points

Ç Blob storage: Configurable to Custom Domain 
https://*mystorageaccount*.blob.core.windows.net 

Ç Table storage: 
https://*mystorageaccount*.table.core.windows.net

Ç Queue storage: 
https://*mystorageaccount*.queue.core.windows.net

Ç Azure Files: 
https://*mystorageaccount*.file.core.windows.net

Data Encryption at Rest

Ç Azure Storage Service 

Encryption (SSE) by default 

Encrypts Data at Rest for all 

the Azure Storage Services 

using Azure SSE Managed 

Encryption Keys

Ç Azure SSE can Encrypt Data 

at Rest using the User 

Provided and Managed 

Encryption Keys via the Azure 

Key Vault



Storage Design

Management and Tools

AZURE STORAGE EXPLORER

FREE DESKTOP APP 
FOR MANAGING 

AZURE CLOUD STORAGE 
RESOURCES

AZCOPY

WINDOWS COMMAND-LINE 
UTILITY FOR 

HIGH-PERFORMANCE 
COPYING OF DATA 

TO AND FROM 
AZURE STORAGE

AZURE ADVISOR 

FREE AZURE SERVICE THAT 
ANALYZES AZURE USAGE AND 
PROVIDES RECOMMENDATIONS 

TO REDUCE COSTS, BOOST 
PERFORMANCE, STRENGTHEN 

SECURITY, AND IMPROVE 
RELIABILITY

AZURE MONITOR

APPLICATIONS 
AND 

INFRASTRUCTURE 
MONITORING

IMPORT & EXPORT SERVICE

TRANSFERS VERY LARGE 
AMOUNTS OF DATA 

BETWEEN 
ON-PREMISES 
AND AZURE



Ç Solution Options

Ç Availability Sets & Zones

Ç Deployment Options & Strategy

Ç Management and Tools

Compute Design



Compute Design

Solution Options

Virtual Instances
Virtual Machines (VMs) 

VM Scale Sets, and 
Cloud Simple

Remote Desktop
Windows 

Virtual Desktop

Containers
Azure Kubernetes 

Service (AKS), Container 
Instances, and 

RedHat OpenShift

PaaS
SQL Server, SAP Hana, 
App Service, Service 

Fabric, and Azure Spring 
Cloud

Serverless
Azure Batch

and 
Azure Functions

BareMetal
Azure 

Dedicated Host

High 
Performance 
Computing

Azure 
Cycle Cloud



Compute Design

Availability Sets & Zones
Azure provides money-backed Availability SLAs for IaaS Services*

Standalone VM

Ç Any single 

instance VM 

without Premium 

storage receives 

no SLA

Ç Single instance 

VM would gain 

99.9% SLA if 

deployed with 

Premium Storage 

for all Operating 

System Disks and 

Data Disks

VM in Availability Sets

Ç Availability Sets provide assurance that any multiple 

instance (Ó2) VM will be available 99.95% of the time

Availability Sets 

delivers High 

Availability (HA) 

protection from 

planned and 

unplanned 

maintenances using 

Update Domains 

(UD) and Fault 

Domains (FD) 

Availability Zones

Ç Service helps to protect resources 

from datacenter level failures but 

not from a Region wide failure



Compute Design

Deployment Options & Strategy
Leading Practices and Patterns

Ç Image Options:

Ç Green field Azure Native 
and Marketplace VMs

Ç Azure Resource Manager 
Templates

Ç Virtual Hard Disk (VHD) 
Images

Ç Deployment Tools:

Ç Azure Portal

Ç Power Shell and CLI

Ç REST API

Ç Backup Options:

Ç Managed Snapshots

Ç Azure Site Recovery

Ç Azure Backup

Ç Evaluate in the order and use Business Justification to 
pick compute on the Right Side for deploying compute in 
the Cloud: Serverless >> PaaS >> Containers >> Virtual 
Machines >> Bare Metal

Ç Open Source Operating Systems and Middleware as 
default choice for ease and economical deployment,  
portability, and scalability of compute resources. 
Consider Availability Sets for Each Application Tier for 
High Availability and Scalability.

Ç Leverage Build Automation and Templates for Consistent 
User Experience

Ç Monitor Usage and Usage Pattern to optimize deployed 
resources to Right Size, Schedule Stop/Start and Remove 
unused Compute Resources. 

Ç Minimize the Exposure of Compute Resources for remote 
access. Consider Jump Servers and/or Private Network 
Connectivity for Accessing and Managing the Compute 
Resources.



Compute Design

Management and Tools

CONNECTING OPTIONS
RDP, SSH 

AND 
BASTION

USER CREDENTIALS
USERNAME & PASSWORD 

AND 
SSH KEY

PERFORMANCE & OPTIMIZATION
AZURE MONITORING SERVICES 

AND 
AZURE ADVISOR

SECURITY STRATEGY

NSG, ASG 
AND 

NETWORK SEGMENTATION 

OS MANAGEMENT
AZURE 

AUTOMATION



Ç Azure Solutions

Ç Monitoring Strategy

Monitoring 

Design



Monitoring Design

Azure Solutions

Shared Capability

Core Monitoring

Deep Monitoring

Management 

Solutions

Network  

Watcher*
Log

Analytics

Application

Insights

Azure Monitor Azure Advisor Activity Log Service Health

Security 

Center

DashboardAlerts Metrics Explorer

Log Analytics 

Workspaces



Monitoring Design

Azure Solutions

Azure Monitor
Full observability into your applications, infrastructure, and network

Source: https://azure.microsoft.com/en -us/services/monitor/

Maximizes the availability & performance of applications 

and services by delivering a comprehensive solution for 

collecting, analyzing, and acting on telemetry from hybrid 

environments. The leading use cases are

Ç Detect and diagnose issues across 

applications and dependencies with 

Application Insights.

Ç Correlate infrastructure issues with Azure 

Monitor for VMs and Containers.

Ç Drill into monitoring data with Log 

Analytics for troubleshooting and deep 

diagnostics.

Ç Support operations at scale with smart 

alerts and automated actions.

Ç Create visualizations with Azure 

dashboards and workbooks.



Monitoring Design

Azure Solutions

Deep Monitoring

SECURITY CENTER

UNIFIED SECURITY MANAGEMENT 
AND ADVANCED THREAT 

PROTECTION ACROSS HYBRID 
CLOUD WORKLOADS

NETWORK WATCHER 

NETWORK MONITORING, METRICS, 
LOGS AND

DIAGNOSTIC TOOLS 

MANAGEMENT SOLUTIONS

MANAGEMENT SOLUTIONS CONTAIN 
AZURE RESOURCES THAT WORK 

TOGETHER TO ACHIEVE A 
PARTICULAR MANAGEMENT 

SCENARIO



Monitoring Design

Azure Solutions

Management Solutions - Common Pattern

Ç Enables one click deployment 

of all the resources needed to 

create run time of an 

applications and/or services.

Ç The basic strategy is to start 

your management solution by 

building the individual 

components in your Azure 

environment. Once you have 

the functionality working 

properly, then you can start 

packaging them into a 

management solution file.

Ç Implemented as Azure 

Resource Manager (ARM) 

Templates

Source: https://docs.microsoft.com/en -us/azure/azure -monitor/insights/solutions -creating



Monitoring Design

Azure Solutions

Core Monitoring

Azure Advisor

Ç Personalized cloud 

service for optimizing 

Azure deployments

Ç Analyzes resource 

configuration and usage 

telemetry.

Ç Recommendations

Activity Logs 

Ç Azure Resource Manager 

operational data (control plane) 

includes Audit Trail of all the 

write and change operations 

and Service Health events

Ç Integration Options

Service Health



Monitoring Design

Azure Solutions

Shared Capability

Log Analytics Workspaces - Enables 
to create central logs repository to 
collect logs across hybrid 
deployments

Alerts - Proactively notify when 
important conditions are found in 
monitoring data. They allow us to 
identify and address issues before 
the users of system notice them

Dashboards ðBuild custom pages 
using Tile Gallery Visualizing Data 
from multiple Azure resources across 
different resource groups and 
subscriptions

Metrics Explorer ðCorelate, 
Aggregate, Compare and Visualize 
Standard and Custom Metrics



Monitoring Design

Monitoring Strategy
Leading Practices and Patterns

Ç Monitoring strategy and solution pillars are 
automation, integration, self service, and 
API economy.

Ç One must consider implementing logs 
repository with appropriate accessibility and 
retention policy.

Ç Identify and implement Service Desk 
Integration.

Ç Usage, usage pattern and performance 
monitoring for deployed resources is mission 
critical to right size, scheduling stop/start 
and removing unused resources.

Ç Implementation of AIOpsis a leading 
practice for efficient operations and data 
driven innovation.

Maintainability
Availability

Recoverability

Data
Driven

Innovation

Audit
and

Compliance



Q&A



Jaswant Singh (Jas), Chief Enterprise Architect

NA GTS CTO Office ðCloud and Integration

Microsoft Azure 
Architect Technologies & Design 

Study Group

Session 3: Identity and Security Design

Q1 2020



Agenda

× Q&A Follow Up
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Ç Q1: Storage Replication

Ç Q2: Availability Set 

Ç Q3: VNets and SubNets

Ç Q4: Network Connectivity

Ç Q5: Load Balancer

Q&A Follow Up



Q&A Follow Up

Q1: Storage Replication
The solution must minimize costs. What should you include in the recommendation?

You have an Azure subscription used for testing and development purposes only. The 

subscription contains Azure Virtual Machines that is unmanaged, Standard Hard Disk Drives 

(HDD). You need to recommend a Storage Replication Strategy for the Virtual Machines if 

an Azure region fails for a sustained period. The recovery time objective (RTO) can be up 

to seven days.

Ç A:: Store the disks in a Standard LRS storage account 

Ç B:: Store the disks in a Standard ZRS storage account 

Ç C:: Store the disks in a Standard GRS storage account

Ç D:: Store the disks in a Standard RA-GRS storage account

Ç E:: Store the disks in a Standard GZRS storage account

Ç F:: Store the disks in a Standard RA-GZRS storage account



Q&A Follow Up

Q2: Availability Set
Which three options should you recommend? 

You manage a solution in Azure that consists of a single application which runs on a virtual 

machine (VM). Traffic to the application has increased dramatically. The application must not 

experience any downtime and scaling must be dynamically defined. 

You need to define an auto -scale strategy to ensure that the VM can handle the workload.

Ç A:: Deploy application automatic vertical scaling

Ç B:: Create a VM availability set

Ç C:: Create a VM scale set

Ç D:: Deploy application automatic horizontal scaling

Ç E:: Deploy a custom auto-scale implementation



Q&A Follow Up

Q3: VNets and SubNets
You need to recommend an Azure Subnet Design that meets the technical requirements. 

SubNets Options: What should you include in the recommendation?

Ç A:: Subnet1 = 172.16.0.0/16 and Gateway Subnet = 172.16.1.0/28

Ç B:: Subnet1 = 192.168.0.0/24 and Gateway Subnet = 192.168.1.0/28

Ç C:: Subnet1 = 192.168.0.0/27 and Gateway Subnet = 192.168.1.0/28

Ç D:: Subnet1 = 10.10.0.0/16 and Gateway Subnet = 10.10.1.0/28

Requirements:

Ç You have an on-premises network that uses on IP address space of 172.16.0.0/16. You plan to deploy 29 

virtual machines to a new azure subscription. All Azure virtual machines must be placed on the same 

SubNet subnet1.

Ç All the Azure virtual machines must be able to communicate with all on - premises servers. The servers 

must be able to communicate between the on -premises network and Azure by using a site to site VPN. 



Q&A Follow Up

Q4:: Network Connectivity

Components:

Ç A:: A Network Security Group (NSG)

Ç B:: A New Virtual Network ( VNet)

Ç C:: An Azure Express Route Connection

Ç D:: A Site to Site VPN

Ç E:: A VNeT Peering

Ç F: A VPN Gateway

Use Case 1: The Azure Virtual Machines on Subnet1 must 

be accessible only from the computers in the London Office

You are designing a network connectivity strategy for a new Azure subscription. For each Use Case map a 

network component. Each component may be used once, more than once not at all. The overall solution 

cost must be minimized.

Use Case 2: Engineers require access to the Azure Virtual 

Machines on Subnet2 over the internet on a specific TCP/IP 

Management Port

Use Case 3: The Azure Virtual Machines in the West Europe 

Region must be able to communicate on all the ports to the 

Azure Virtual Machines in the North Europe Region



Q&A Follow Up

Q5:: Load Balancer

Azure Services and/or Features:

Ç A:: Web Application Firewall (WAF)

Ç B:: Azure Application Gateway

Ç C:: Azure Load Balancer

Ç D:: Azure Traffic Manager

Ç E:: SSL Offloading

Ç F:: URL Based Content Routing

A company has an existing web application that runs on virtual machines (VMs) in Azure. You need to 

ensure that the application is protected from SQL injection attempts and uses a layer -7 load balancer. The 

solution must minimize disruption to the code for the existing web application. What should you 

recommend? Each value may be used once, more than once, or not at all.



Ç Azure AD

Ç Azure AD Features

Ç Multi Factor Authentication

Ç Azure AD Connect
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Active Directory 

and 

Integration



Active Directory and Integration

Microsoft Azure Active Directory aka Azure AD
Universal Identity Platform

Cloud based directory 

services, identity 

governance, and 

application access 

management

Subscription Options:

Ç Free*

Ç Office 365 Apps**

Ç Premium P1***

Ç Premium P2****

Deployment Options:

Ç Single Tenant

Ç Multi Tenant



Active Directory and Integration

Azure AD Features

Ç Directory Objects*

Ç Seamless Single Sign-On (SSO)*

Ç User Provisioning

Ç Federated (ADFS or 3rd party IDP)

Ç User & Group Management

Ç Device Registration, Writeback**

Ç Cloud Authentication

Ç Azure AD Connect Sync

Ç Self-Service Password Change, 

Reset**, unlock with writeback***

Ç Password Protection Global, 

Custom***, Windows AD***

Ç Multi -Factor Authentication

Ç Basic Security & Usage Reports

Ç Advanced Security & Usage 

Reports***

Ç Azure AD Join: Desktop SSO, admin 

bitlocker recovery, Self service 

bitlocker recovery***, MDM auto 

enrollment*** , local admin policy 

customization***, enterprise state 

roaming***

Ç Azure AD B2B**

Ç Azure AD B2C*

Ç Company Branding**

Ç SLA**

Ç Group Access Management***

Ç Microsoft Cloud App Discovery***

Ç Connect Health***

Ç Application Proxy (Service & 

Connector)***

Ç Microsoft Identity Manager User 

CAL***

Ç Advanced Group Access 

Management***

Ç Conditional Access***

Ç Identity Protection ( Risk based 

Conditional Access Policies, Risk 

Event Investigation, Vulnerability 

and Risky Accounts Detection)****

Ç Identity Governance ( Privileged 

Identity Management(PIM), Access 

Reviews, EM)****

Ç Azure AD DS



Active Directory and Integration

Azure AD Features

Multi Factor Authentication aka MFA
Enforces two or more factors when authenticating users

Ç MFA Triggers:

Ç Supports exceptions such as sign-ins from a trusted IP addresses 

or using the remembered devices feature.

Ç Risk based conditional access with Azure AD Identity Protection

Ç Authentication Methods:

Ç Call to phone or Text message to phone

Ç Verification code from mobile app (Microsoft Authenticator)

Ç Notification through mobile app

Ç Azure AD MFA SDK: Allows building MFA into any transaction not just 

sign-in. Supports C#, Visual Basic (.NET), Java, Perl, PHP, and Ruby

Inherence
Fingerprint

Face, Voice, Iris

Knowledge
Password, PIN

Security Question

Possession
Badge

Mobile Device 
Security Token



Active Directory and Integration

Azure AD Connect
Integrates AD DS with Azure AD to deliver Hybrid Identity

Ç Sync Services: Synchronize AD DS 
objects, such as users & groups

Ç Provides Centralized Health 
Monitoring

Ç Simplifies Federation  configuration 
of AD FS and Automatic Upgrades

Ç Filtering of synchronization scope

Ç Password hash synchronization

Ç Protection against accidental 
deletes

Ç Password and Device writeback



Active Directory and Integration

Windows Server AD Integration

Azure AD Connect ðFederation AD FS

Source: https://docs.microsoft.com/en -us/azure/active -directory/hybrid/whatis -fed

Federation is a collection of 

domains that have established trust. 

The level of trust may vary, but 

typically includes authentication 

and almost always includes 

authorization. 

A typical federation might include a 

number of organizations that have 

established trust for shared access 

to a set of resources.

All user authentication occurs on -

premises.



Active Directory and Integration

Windows Server AD Integration

Azure AD Connect ðPass-through Authentication

Source: https://docs.microsoft.com/en -us/azure/active -directory/hybrid/how -to-connect-pta

Users use the same 

passwords to sign into 

both on-premises and 

Cloud-based 

applications.

Users can complete 

self-service password 

management tasks in 

the Cloud.

Passwords are 

validated against on -

premises Active 

Directory.














